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Purpose
The purpose of the program is to establish an Identity Theft Prevention Program designed to detect, prevent and mitigate identity theft in connection with the opening of a covered account or any existing covered account and to provide the continued administration of the program in compliance with Part 681 of Title 16 of the Code of Federal Regulations implementing Sections 114 and 315 of the Fair and Accurate Credit Transactions Act (FACTA) of 2003.
In preparing this program, Metro strives to identify patterns, practices and specific forms of activities, or Red Flags, that could indicate the possible existence of identity theft. This program better positions Metro to stop identity theft at its inception. 

This program incorporates existing policies, procedures and other arrangements that control reasonably foreseeable risks to Metro’s customers or reasonably foreseeable risks to the safety and soundness of Metro from identity theft.
Definitions
Throughout this policy “covered account” means an account that Metro offers or maintains, primarily for personal, family, or household purposes that involves or is designed to permit multiple payments or transactions. A “covered account” is any other account that Metro offers or maintains for which there is a foreseeable risk to customers or to the safety and soundness of Metro from identity theft, including financial, operational, compliance, reputation or litigation risks. 

Credit means the right granted by a creditor to a debtor to defer payment of debt or to incur debts and defer its payment or to purchase property or services and defer payment therefore.
Creditor means any person who regularly extends, renews, or continues credit; any person who regularly arranges for the extension, renewal, or continuation of credit; or any assignee of an original creditor who participates in the decision to extend, renew, or continue credit.

Identifying information means any name or number that may be used, alone or in conjunction with any other information, to identify a specific person, including: name, social security number, date of birth, official state or government issued driver’s license or identification number, alien registration number, government passport number, employer or taxpayer identification number, unique electronic identification number, credit card information, and bank account numbers.
The Program

Metro establishes an Identity Theft Prevention Program to detect, prevent and mitigate identity theft. The program shall include reasonable policies and procedures to:

1. Identify relevant red flags for covered accounts it offers or maintains and incorporate those red flags into the program;

2. Detect red flags that have been incorporated into the program;

3. Respond appropriately to any red flags that are detected to prevent and mitigate identity theft; and

4. Ensure the program is updated periodically to reflect changes in risks to customers and to the safety and soundness of Metro from identity theft.

I. Identification of Relevant Red Flags

In order to identify relevant Red Flags, Metro considers the types of accounts that it offers and maintains, the methods it provides to open its accounts, the methods it provides to access its accounts, and its previous experiences with Identity Theft. Metro identifies the following Red Flags in each of the listed categories:
A. Notifications and Warnings from Credit Reporting Agencies
· Report of fraud accompanying a credit report;

· Notice or report from a credit agency of a credit freeze on a customer or applicant;

· Notice or report from a credit agency of an active duty alert for an applicant; 

· Notice of address discrepancy in response to a credit report request; and
· Indication from a credit report of activity that is inconsistent with a customer’s usual pattern or activity, such as: 

1. A recent and significant increase in the volume of inquiries.

2. An unusual number or recently established credit relationships.

3. A material change in the use of credit, especially with respect to recently established credit relationships.

4. An account that was closed for cause or identified for abuse of account privileges by a financial institution or creditor.
B. Suspicious Documents

· Identification document or card that appears to be forged, altered or inauthentic;

· Identification document or card on which a person’s photograph or physical description is not consistent with the person presenting the document;

· Other document with information that is not consistent with existing customer information (such as, a check that appears to have a forged signature, an invalid credit card number);
· Application for service that appears to have been altered or forged.
· Incomplete application for service (such as missing billing address, phone number, incomplete personal guaranty)

· Change of address/phone number request of an existing account not submitted by customer designate and/or appears to be on altered letter head.

C. Suspicious Personal Identifying Information

· Personal identifying information presented that is inconsistent with other information the customer provides (example: customer name provided on the application doesn’t match name on the personal guaranty);
· Personal identifying information presented that is inconsistent with other sources of information (for instance, an address on an application not matching an address on the credit report, invalid trade references, the customer name  provided on an application doesn’t match the state business registry name, the social security number and/or address provided on a tenant application does not match the information on the consumer report);

· Personal identifying information provided is associated with known fraudulent activity as indicated by internal or third-party sources (such as the billing address and/or phone number is the same provided as on an fraudulent application);
· Personal identifying information provided is of a type commonly associated with fraudulent activity as indicated by internal or third-party sources (such as the address on an application is fictitious and/or the phone number is invalid);
· Social security number provided is the same as one given by another customer (such as social security numbers provided on tenant applications);
· The address or phone number provided is the same as or similar to the phone number submitted by an unusually large number of other customers applying for a charge account.
· The person or customer applying for an account fails to provide all required personal identifying information on an application or in response to notification that the application is incomplete.

· Personal identifying information is not consistent with the information that is on file for the customer.
D. Suspicious Account Activity or Unusual Use of Account
· Change of address for an account followed by a request to change the account holder’s name;

· Payments stop on otherwise consistently up-to-date account;

· Account used in a manner that is not consistent with established patterns of activity on the account (example: very high activity, non-payment where there is no history of late payments, activity on an inactive account);

· Mail sent to the customer is returned repeatedly as undeliverable although transactions continue to be conducted in connection with the customer’s account;
· Notice to Metro that a customer is not receiving their statements or invoices;
· Metro is notified of unauthorized charges or transactions in connection with a customer’s account;
· Breach in Metro’s computer system security; or

· Unauthorized access to or use of customer account information.

E. Alerts from Others

· Notice to Metro from a customer, identity theft victim, law enforcement or other person that Metro has opened or is maintaining a fraudulent account for a person engaged in Identity Theft.

II. Detection of Red Flags
A. New Solid Waste (SW) Accounts 

Metro provides disposal, hazardous waste and latex paint accounts for businesses only (not for personal or household use). Metro’s credit policy states in the terms and conditions section 3.2 “The credit application is a request to obtain solid waste, hazardous waste disposal services or latex paint services and purchases on an account basis. Any services provided by Metro to the applicant on credit shall not be used for personal, family or household use”. However, Metro does collect personal identifying information from business owners in order to extend credit to the business. 
In order to detect any of the Red Flags identified above associated with the opening of a new account, Metro personnel will take the following steps to obtain and verify the identity of the person opening the account:

· Require certain identifying information such as business name, business address, business registry number, owner’s address, owner’s phone numbers, and business license number;
· Require a notarized personal guaranty;
· Verify with the customer database that the customer doesn’t already have an existing account;
· Verify the existence of the business and the owners’ names or registered agents by reviewing the state business registration at the secretary of state’s website; and
· Verify the existence of the business and business contact information by obtaining a business credit report from Experian.
B. Existing SW Accounts 
In order to detect any of the Red Flags identified above for an existing covered account, Metro personnel will take the following steps to monitor transactions with an account:



· Monitor accounts on a monthly basis by analyzing the aging report and monthly usage of the accounts;
· Follow up with past due accounts. Call past due customers on a monthly basis and set a deadline to pay the past due balance;
· Place any unpaid account that has not been paid by the deadline, on a cash-only basis to prevent further charges on the account;
· Submit monthly aging report and customer names and addresses to the credit reporting agency NACM/Experian;
· Verify license plates, vehicle type and business logo at the scale house, each time a credit customer requests to charge to their account;
· Deny customers to charge to a credit account, if license plate, vehicle type and/or logo on the truck do not match information stored in the WeighMaster system;
· Require requests to change any account information, such as billing addresses, truck information or phone numbers to be submitted in writing on company letter head; and
· Require new credit application in case of change in ownership.
C. New Tenants 
In order to detect any of the Red Flags identified above when collecting customer personal identifying information for Metro property rental contracts, Metro personnel will take the following steps to obtain and verify the identity of the person or persons applying to rent Metro property:
· Require certain identifying information such as name, date of birth, home address, social security number, current employer information, and current landlord information (such as name and phone number);
· Verify the applicant’s identity in Experian consumer reports; and
· Verify the applicant’s personal ID at the time of meeting the applicant in person.
D. Existing Tenants 
· Contact the tenants by phone or in person in the event of their account becoming past due; and
· Verify the tenant’s identity requesting the refund of the security deposit at the time the tenant moves out of the Metro property.
III. Response/ Prevent Identity Theft
If fraudulent activity is detected Metro will act quickly to protect customers from loss and damage. Metro personnel will document the facts and findings in writing, supporting the conclusion that the transaction is fraudulent or authentic. The report will be presented to the Finance and Regulatory Services Director or Chief Financial Officer.
A. Prevent and Mitigate

In the event Metro personnel detect any identified Red Flags, Metro personnel will take one or more of the following steps:
· Continue to monitor a covered account for evidence of identity theft;
· Contact the customer;
· Change any passwords or security codes that permit access to a covered account (for example in the WeighMaster system, change the status of the account to cash-only to prevent further fraudulent charges on the account);
· Inactivate automated truck tag numbers in order to prevent further fraudulent charges;
· Close the account;
· Provide the customer with a new account number and change all truck information on the new account;
· Not attempt to collect on a covered account or not turn a covered account over to a third party collection agency;
· Refuse to open an account if application is incomplete, application seems altered or signature forged, or information does not match other sources of information (such as credit report, business registry and/or trade references).
· Notify law enforcement; and
· Determine that no response is warranted under the particular circumstances.
B. Protect Customer Identifying Information

In order to further prevent the likelihood of identity theft occurring with respect to covered accounts, Metro will take the following steps with respects to its internal operating procedures to protect customer identifying information:

· Store credit and rental applications in a secured place, such as Metro’s records management system TRIM or a secured and locked file cabinet or vault;
· Limit access to customer identifying information to Metro personnel on a need-to-know basis;
· File electronic images of customers’ checks securely on TRIM, limiting access to Metro personnel on a need-to-know basis;
· Lock paper checks in a secured area and destroy after four weeks of having stored them in a secured and locked location;

· Keep customer identifying information only as long as necessary to complete a transaction or business process.
· Password protect office computers with access to covered account information;

· Ensure segregation of duties and other internal controls;

· Maintain a secured network (such as firewalls);
· Keep customer credit card information confidential (see Metro’s Best Practices for Credit Card Handling); 
· Encrypt credit card information for accounts stored in WeighMaster.

· Properly destruct records, following Metro’s records management and destruction regulations.

IV. Periodic Review
Metro will update this policy periodically to reflect changes in risks to customers or to Metro’s safety and soundness from identity theft based on factors such as:

· The experiences of Metro with identity theft;

· Changes in methods of identity theft;

· Changes in methods to detect, prevent and mitigate identity theft;

· Changes in the types of accounts that Metro offers or maintains;

· Changes in Metro’s business arrangements, including mergers, acquisitions, alliances, joint ventures and service provider arrangements.

V. Oversight of this Program
Oversight of this program will be the responsibility of the Finance and Regulatory Services Director or Chief Financial Officer which includes:
· The responsibility and accountability for the program’s implementation;

· The review of reports prepared by staff regarding compliance with this program; and
· The approval of material changes to the program as necessary to address changing risks of identity theft.

Reports shall be prepared as follows:
· Staff responsible for development, implementation and administration of the program shall report to the Finance and Regulatory Services Director or Chief Financial Officer at least annually on compliance by the organization with the program.

· The report shall address material matters related to the program and evaluate issues such as:

1. The effectiveness of the program in addressing the risk of identity theft in connection with the opening of covered accounts and with respect to existing covered accounts;

2. Significant incidents involving identity theft; and

3. Management’s response and recommendations for material changes to the program.

VI. Oversight of Service Provider Arrangements

In the event Metro engages a service provider (such as a collection agency) to perform an activity in connection with one or more accounts, it will require by contract that service providers perform its activity with policies and procedures in place to detect, prevent and mitigate the risk of identity theft. 
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